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Cloud software company to face charges under California’s privacy law

Blackbaud Inc., a cloud computing company, admitted to paying off a ransomware attack in 2020. The company
has since then faced a multiple class action which has been consolidated in multi-district litigation and now
comprises of 29 cases. In the hearing, the US Federal judge ruled that all claims against Blackbaud fall under a
violation of the California Consumer Privacy Act (CCPA). The company had defended the lawsuit by maintaining
that it does not meet the definition of business under CCPA and was thus not liable to pay damages for data
breach and security lapses under it. Rejecting the company’s claim, the judge ruled that it is a ‘for profit’ entity
and would be liable for violations of the CCPA.
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Pearson fined USD 1 million by SEC

Pearson plc, a public registered company has been fined by the US Securities and Exchange Commission for
misleading investors about a cyber security incident, by deliberate omission and misleading statements. The
incident occurred in 2018 where the records of millions of students, including dates of births and email addresses
were stolen. It was noted that Pearson did not disclose and report the incident and were misleading the whole
incident, until they were questioned. Without admitting or denying from the SEC's charges, Pearson agreed to
cease and desist from committing violations and has agreed to pay a USD 1 million civil penalty.
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Soko Loans fined by NITDA for privacy violation

The National Information Technology Development Agency, Nigeria has raised a fine of NGN 10,000,000 on Soko
Lending Company Limited. The company provides loans after downloading its mobile application to the customers
and automatically activates a direct debit in its favor. The app gains unauthorized access in the mobile phone and
sends unsolicited messages to the contacts of customer. Holding the company in violation of legal provisions of the
Nigeria Data Protection Regulation, the authority in addition to levying fine, mandated the company to conduct a
Data Protection Impact Assessment. The authority also imposed a mandatory Information Technology and Data

Protection oversight on the company for 9 months.
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Israel’s privacy watchdog reprimands Football association

Following a data security incident, Israel’s Privacy Protection Authority initiated an inspection against the Israel
Football Association. The investigation revealed security vulnerabilities on website of the football association, and
several lapses in compliance of the Privacy Protection Regulation. The security weakness on the website allowed any
user to view personal information and passport photographs and IDs of players and referees. The association also
failed to implement and practice data security and breach response measures. In this regard, the authority issued
guidelines for rectification of compliance lapses and to prevent future data security incidents.
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/// .\\\ Personal Information Protection Act ® South Korea’s Personal Information Protection

Committee releases a summary report highlighting

Ny @ PERSONAL INFORWATION PROTECTION COMMISSION innovative solutions for data protection in technology
companies.
Office of the ® Canada’s Office of the Privacy
Privacy Commissioner Commissioner updates several guidance documents to
of Canada reaffirm inclusion of certain type of personal data as
sensitive personal data.

® CNIL releases guidance for preventing and responding to
- cyberattacks on email and courier services.

COMMISSION NATIONALE
INFORMATIQUE & LIBERTES
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lapp

international association
of privacy professionals

German State Hessian’s privacy authority guided, a
telemedical solution technology project to comply with
data protection regulations.

IAPP releases document to provide guidance in complying
with the newly released Standard Contractual Clauses by
the European Commission.
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® US Senators raise privacy concerns on Amazon’s biometric
data collection practices.

® US Congresswoman Lori Trahan seeks inputs on student
data privacy bill.
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Hamburg Data Protection Authority warns Senate
Chancellery against use of Zoom over insufficient
protection of data.

TikTok to introduce enhanced privacy protection
features to ensure children and teen
privacy. Reports Tech Crunch.

Facebook to provide end to end encryptions for
conversations on the Messenger
app. Reports Economic Times.
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® Ninety companies to form an association to protect
cars from cyber-attacks. Reports Nikkei Asia.

\‘Q) U N |Ted NOTIOHS ® UN human rights experts urge States to stop transfer
V Humqn nghfS and sale of surveillance technology till the guaranteed
adoption of Human Rights Standards.
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® Government of India announces use of facial recognition
technology for Biometric Boarding System at six airports in
India. Raises privacy concerns.

L Ransomware attack at Pine Labs, an Indian Merchant
Company. 500,000 unique records exposed. Reports Cyble
Research Lab.

NIRVACHAN SADAN L Election Commission of India website hacked, 1000’s of
4T e fake voter IDs created. Reports TheWire.
LECTION COMMISSION
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® Personal Information Protection Law of the People's
Republic of China adopted in China. Will enter into
effect on 1st November 2021.

L China issues Regulations on the Security Protection of
Critical Information Infrastructure.
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National Cyber
Security Centre

apart of GOMO
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Ministry of Economy, Trade and Industry

UK’s National Cyber Security Center (NCSC) releases a new
tool to flag potential scam emails directly to the NCSC's
Suspicious Email Reporting Service with a single button.

Japan’s Ministry of Economy, Trade and Industry releases
a cybersecurity tool which allows managers to visualize
cyber security practice.

[ www.privacydesk.in



http://www.privacydesk.in/

Reina Consulting

Contact Information

Office:

Unit 9, 9th Floor,

Arabian Sky Business Centre,

Citibank Building, Sheikh Rashid Road,
Dubai, United Arab Emirates

@ +97 143360109

@ info@privacydesk.in

www.privacydesk.in

Delhi | Dubai



mailto:info@privacydesk.in
http://www.privacydesk.in/

